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Candidate Instructions

e Select the best answer for each question.
e Some questions may require selecting more than one answer.
e Answers are provided at the end of this document.

Question 1 - Zero Trust Security

A company is designing its cybersecurity strategy using the Zero Trust model.

Which three core principles should guide their implementation? (Select three.)
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A. Trust by default — devices and users inside the network are automatically trusted

B. Verify explicitly — authenticate and authorise every request using device and user signals
C. Assume breach — segment access and minimise potential damage if a breach occurs

D. Use least privilege — grant only the access necessary using Just-In-Time and
Just-Enough-Access

Question 2 - Microsoft 365 Copilot Licensing

A company plans to enable Microsoft 365 Copilot for its information workers. The organisation
uses a mix of Microsoft 365 E3 and Office 365 E3 licences.

What is the minimum licensing action required to enable Copilot for all users?

A. Upgrade all Office 365 E3 licences to Microsoft 365 E5

B. Purchase the Microsoft 365 Copilot add-on licence for all users
C. Replace all licences with Microsoft 365 Business Premium

D. Purchase the Copilot add-on only for Microsoft 365 E3 users

Question 3 — Microsoft Defender XDR

A phishing email is detected and contained. The security team needs a single view that shows the
incident timeline, related alerts across email and endpoints, and recommendations to improve
security posture.

Which Microsoft capability provides this experience?
A. Microsoft Defender for Identity
B. Microsoft Defender for Office 365

C. Microsoft Defender Vulnerability Management
D. Incidents and Alerts with Secure Score in the Microsoft Defender portal

Question 4 - Custom Domain Management

An administrator acquires a new domain and wants to use it for user sign-ins and email
addresses in Microsoft 365.

Where should the administrator add and configure the domain?
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A. Settings > Org settings > Services
B. Billing > Licences

C. Resources > Sites

D. Settings > Domains

Question 5 - Zero Trust Deployment Actions

An organisation is implementing Microsoft's Zero Trust security model.

Which four actions align with Microsoft-recommended Zero Trust swim lanes? (Select four.)
A. Enrol devices in Microsoft Intune and apply compliance policies

B. Deploy Microsoft Purview Information Protection

C. Provide all users with permanent Global Administrator access

D. Pilot Microsoft Defender XDR

E. Monitor Al app data access using Purview DSPM
F. Disable Conditional Access policies

Question 6 — Threat Protection Intelligence

An engineer reviews Microsoft 365 security features related to threat intelligence.
Which four capabilities are included? (Select four.)

A. Automated investigation and response

B. Threat hunting using advanced queries

C. Real-time encryption of all outbound emails

D. Alerts for suspicious or malicious activity

E. Microsoft Intelligent Security Graph
F. Sensitivity labels for files and emails

Question 7 - Identity Security

An organisation wants to require users to verify their identity using more than one method when
signing in.

Which feature provides this protection?
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A. Self-Service Password Reset (SSPR)
B. Multi-Factor Authentication (MFA)
C. Conditional Access

D. Smart Lockout

Question 8 - Protecting Sensitive Documents

A company needs to ensure that financial documents are encrypted and accessible only by
authorised users.

Which Microsoft Purview feature should be used?

A. Data Loss Prevention (DLP)
B. Sensitivity labels

C. Communication Compliance
D. Insider Risk Management

Question 9 - Automated Access and Licensing

An administrator must manage SharePoint access and Copilot licence assignment for a frequently
changing HR team.

Which Microsoft Entra object is the most efficient choice?
A. Dynamic Security Group
B. Mail-enabled Security Group

C. Microsoft 365 Group
D. Distribution List

Question 10 - Troubleshooting Sign-In Failures

A user cannot sign in, and the administrator suspects Conditional Access is blocking access.
Which two tools should the administrator use first? (Select two.)

A. Sign-in logs

B. Conditional Access What If tool

C. Microsoft 365 Service Health dashboard
D. Exchange Online Message Trace
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Question 11 - Copilot Data Access

A user asks Microsoft 365 Copilot to summarise a SharePoint document they do not have
permission to access.

Why does Copilot return no results?

A. Copilot performs additional Zero Trust checks

B. Copilot only accesses labelled content

C. Copilot follows existing Microsoft 365 permissions
D. Microsoft Purview DLP redacts the content
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Interested in the complete set of 200 practice questions?

Purchase the full course on Udemy using the link below.

The full set includes detailed explanations for both correct and incorrect answers, along with
exam tips to help reinforce key concepts and improve exam readiness.

AB-900: Copilot & Agent Administration
Fundamentals Exam
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